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	PROPOSAL for a COUNCIL DECISION on a Critical Infrastructure Warning Information Network (CIWIN)


Following the request of 2 December 2008, the delegations will find attached comments received from thirteen Member states (BE, CZ, DE, DK, ES, FR, IT, NL, PL, SE, SI, SK, UK) by 9 January 2009. 

Comments by the Belgium delegation
The preamble
Belgium would like that under point (9) be mentioned which system is chosen by the Commission and not "any alternative secure network operated by the Commission".

The choice of a secure network (other than the TESTA network) should be specified.

Under point (12), Belgium would like the phrasing "costs arising from the operation" be defined more precisely.
Article 3

It would be appropriate to clarify the responsibility of the Member States as regards the information put on the CIWIN network.
Article 5

It would be desirable that the third paragraph of this chapter indicate that the participation of the Member States is optional and that updates be regularly sent.
Article 6

To the first paragraph of this article should be added that the responsibility of the Commission be shared with the Member States.
Article 7

Belgium would like that the choice of the technological platform be made in agreement with the Member States, mentioned in the second phrase of the first paragraph.

Article 8

As regards the development of guidelines, it would be desirable that the Member States be involved in the elaboration of these procedures.
Article 9

Clarifications about the budget allotted to this network would be appropriate.

On the other hand, the division of the costs carried by the Member States and/or by the Community bodies does not seem to be clear.

It would be necessary delimit the financial participation of the Member States.
Article 10
Belgium would like that a new decision of the Council be adopted concerning the future installation of the alert network aspect.

Comments by the Czech delegation
1. CIWIN – CZ comments
Further to the discussion at the last PROCIV meeting on the proposal for legislation on CIWIN on 1 December 2008, we would like to draw the Commission’s attention to the following issues and items:

General comments:

1. The reason why it is necessary that mutual communication in the critical infrastructure area should be the subject of a legislative act – see the Commission proposal for a Council Decision on CIWIN, which will have significant impact on the addressees, i.e. the Member States. If only voluntary access is intended, then it is not necessary to create any legislation for this kind of project. According to the initial information forwarded by DG JLS, the CIWIN project was suggested and paid for by this DG and should not represent any burden for the Member States. Further, according to the content of the recent Directive on ECI and the Commission’s statement, critical infrastructure (CI) and European Critical Infrastructure (ECI) and their protection fall on the Member States and the owners/operators of such infrastructures. This also involves an option for the Member States to decide on the types of communication channels and networks, which must be beneficial and cost effective for them. But it is up to the Commission to propose a type of communication network which can ensure interoperability between existing ICT systems,
Requirement to clarify CIWIN added value for the Member States, when according to 15041/08 ADD 1, the proposed CIWIN does not represent any revolutionary step increasing EU security and can be considered as one of many steps towards implementing  EPCIP, as well as an IT tool. The document states that work on the CIWIN will consider a large number of features, while ensuring that their existence and use can be suppressed in situations where they are not seen to add any value or where they conflict with established practices. Unfortunately the first phase of joint assessment by the Commission, Member States and in particular the relevant IT DGs has not yet been carried out. 

2. It is intended to distribute a questionnaire to the Member States, but only after they have signed an appropriate Memorandum of Understanding allowing them access to the CIWIN network. If there is found to be no added value, than the financial resources already invested will have been for nothing. We would like to add that the Member States' experience and knowledge are based on their financial expenditures and represent very important value. We cannot consider it beneficial for the Member States to pay for their own added value, while sharing information and simultaneously paying regularly, and by single application, an as yet unknown amount, 
3. Based on information resulting from 15041/08 ADD 1 and 2 – Impact Assessment and Summary of Impact Assessment, we are lacking a comprehensive analysis of information exchange and transfer relating to CI and ECI respectively involving all relevant professional EU bodies which could be affected by the Commission’s proposal on CIWIN. This analysis must include financial, technical, organizational and administrative aspects, which are necessary for an appropriate solution and a decision by the Member States and potential users,
4. We consider it important that information on the project should be provided in its entirety instead of being submitted at the request of the Member States.

Specific comments:

1)
The Commission’s intentions regarding the most appropriate technological platform for CIWIN has not yet been announced, including:
a) Commission/DG JLS ideas for a process through which the private sector, third countries and other users will be integrated if they are unable to access CIWIN because they are not connected to the S-TESTA system,
b) a communication describing the technical requirements drawn up and required by the Commission, which CIWIN users would have to meet, including information on:
1. the precise network typology (all technical details on the network: structure, architecture, technology, etc.)
2. the communication interface of the network,
3. the structure and description of information in the network,
4. concrete guarantees on information in the network; who will validate information; who will be responsible (involving financial liability) for using incorrect information;
5. alternative solution in the event of network failure.

2)
The following information is lacking:
- the level of costs involved in running CIWIN, both in the framework of the Community and, in particular, for the Member States,
- a specification of the communication network on which CIWIN should operate, bearing in mind the present intention that it should function through S-TESTA, which will be put into operation at the end of 2009,
- further details related to a purchase of special servers (type, required technical parameters etc.)

3) An analysis of the following factors is lacking:
- the arguments that the creation of a new system is cheaper than interoperability of existing systems,
- a financial assessment, including evidence of savings for the Member States in cases where, if they network to CIWIN, they will not need to develop similar systems of their own,
- an analysis of the present situation, confirming that there will be no duplication, 
4) There should be broader cooperation with other working parties and DGs, e.g. TWG, DG INFO and eventually other bodies dealing with this topic,
5) We should like to know how the Commission/DG JLS proposes to set up the proposed system of sharing information when individual Member States have different levels of regulation  and national policies concerning the openness of information exchange and publication, and also the security application tools relating to the classification of information.
6) We need to know the content of all the terms of the contract between the user and project originator, i.e., whether, besides the Memorandum of Understanding, there are any further feasibility conditions. It should be clarified whether the MOU forwarded in DS 1167/08 includes the full wording for a regular CIWIN version or if it represents only a abbreviated version designed for an examination of the CIWIN pilot project. Considering the requirement to sign a MOU on access to S-TESTA it is necessary to find out whether a potential user will be obliged to sign another MOU for each system,
7) We should like to inquire as to the Commission's intentions concerning the integration of the private sector and third countries as users of critical infrastructure information,
8) The suggested Commission decision-making should be modified so that the Member States, in particular, would influence systems and procedures. Furthermore, it should not be possible to use the information provided for other purposes without written approval from the Member States. 
9) There is a need to ensure that the relevant Member State will decide on the distribution of the information without any intervention by persons who are not approved and authorised by the Member States.
10) The wording of the article on Member States' participation should be amended to bring out its voluntary nature.
11) There is no information on the level of translation from the official language of the Member State to the language of other state. We cannot support a translation of methods and best practices offering only an extract and general information. For information efficiency and increased awareness of shared data it is absolutely necessary to keep a word-perfect text available to Member States.
12) A compatibility analysis of the suggested CIWIN network with existing mechanisms in the area of law enforcement needs to be made.
Additional Comments
Council decision on CIWIN (Ref. No. 1129/08 dated 20 November 2008). 
We would like to refer to the previous PROCIV´s meeting held on 11 November 2008 when FR PRES asked the Commission to elaborate a room document which will include information on technical aspects and budget - see our comments related to a financial analysis of MS charges related to CIWIN). According to the Commission's announcement this working paper should be worked up at the end of 2008. 

With regard to the above mentioned in the present time we consider as premature to rise any comments to the new draft and we are going to return to this subject after receiving of requested working paper. This will be submitted to further discussion of relevant bodies on the national level.

Comments by the Danish delegation
For the purpose of clarification and as requested in the below email, Denmark would like clarification on a number of issues related to CIWIN and the CIWIN pilot system:

- What is the general schedule of the CIWIN pilot test and when is it scheduled to end? 

- How is it envisaged that the CIWIN pilot be evaluated? 

- As part of the CIWIN pilot system a training session is scheduled for 16 and 17 March 2009. What is the planned purpose of this training session and are more training sessions envisaged?

In continuation of the above, Denmark would, as a proposal for consideration, point to the possible benefits from awaiting the results and ensuing evaluation of the CIWIN pilot, before proceeding with the work to finalise the proposal for a council decision on CIWIN.
Comments by the French delegation 

La délégation française souhaite que soit abordée lors de la prochaine réunion
 du groupe de travail «protection civile» la question de la double base juridique (traités CE et Euratom) de la proposition de décision du Conseil relative au réseau d’alerte concernant les infrastructures critiques («réseau CIWIN»).

Rappelant que la proposition de décision du Conseil relative au réseau CIWIN n’est pas destinée de façon exclusive à la mise en œuvre de la directive 2008/114/CE du 8 décembre 2008 concernant le recensement et le classement des infrastructures critiques européennes ainsi que l'évaluation de la nécessité d'améliorer leur protection, nous pensons toutefois qu’il serait utile de maintenir une cohérence entre les bases juridiques de ces deux textes et de réfléchir à la manière la plus opportune d’aborder le champ des installations nucléaires.
Argumentaire:

La proposition de décision du Conseil relative au réseau d'alerte concernant les infrastructures critiques (DS 1129/08) vise à améliorer l'échange d'information concernant la protection des infrastructures critiques.

Or, le champ d’application de cette proposition s’étend aux installations nucléaires (cf. annexe II, point (2) de la proposition de décision), ce qui peut poser, de notre point de vue, un certain nombre de difficultés.

En effet, l’échange d’information prévu par le texte a pour objectif le renforcement de la sécurité des infrastructures critiques. 

Or, nous rappelons que la communauté EURATOM ne dispose pas de compétence dans le domaine de la sécurité des installations nucléaires, mais uniquement dans celui de la sûreté de ces infrastructures.

Par conséquent, la référence initiale au traité Euratom et l'inclusion des installations nucléaires dans le champ d'application du texte posent un problème de nature juridique. L'utilisation de l’article 203 du Traité EURATOM comme base juridique - indispensable pour que les installations nucléaires soient couvertes par ce texte – laisse entendre que le traité Euratom donne une compétence à la communauté dans le domaine de la sécurité des installations nucléaires. Le maintien de cette base juridique ne serait donc pas conforme au périmètre actuel d’action de la Communauté en matière d’installations nucléaires.

A cet effet, nous rappelons que ce débat a déjà eu lieu à propos de la directive 2008/114/CE du 8 décembre 2008 concernant le recensement et le classement des infrastructures critiques européennes ainsi que l'évaluation de la nécessité d'améliorer leur protection. Ce débat a finalement été tranché au Conseil en excluant les installations nucléaires du champ d'application de la directive. De ce fait, la double base juridique (art.203 Euratom + art.308 CE) a été remplacée par une référence à l'art. 308 du traité CE uniquement. 

Il semblerait donc cohérent d’adopter une base juridique similaire pour la proposition de décision en ce qui concerne la définition des infrastructures critiques couvertes par le réseau CIWIN. 

Pour mémoire le considérant 9 de la directive 2008/114/CE précisait dans quelles mesures certains éléments des centrales nucléaires, servant au transport de l'électricité, pouvaient être couverts malgré tout par la directive. La délégation française propose donc qu’une approche similaire soit envisagée lors des prochaines réunions du groupe de travail «protection civile».
Comments by the German delegation
German questions regarding the draft Council Decision on introducing CIWIN

Introduction

Information on the current status of CIWIN are basically available in the form of general PowerPoint presentations, user guidelines without an exemplary prototype (announced since early 2008, now scheduled for spring 2009) and oral statements of DG JLS at CIP contact point meetings and a CIWIN training session. Thus, basic information on CIWIN, which is usually included in relevant concepts for IT procedures, is missing.

Germany asked for information on CIWIN sub-concepts already during the interview phase, but also at CIP contact point meetings, the CIWIN executive training session and via e-mail. So far, we have not received answers to our questions on reliable concepts. If according to option 4 of the impact assessment CIWIN is proposed as a closed platform for the EU Commission and competent national authorities in the Member States (processing classified information up to the level “Restreint UE”), the Federal Ministry of the Interior does not see how the requirements of the recitals could be fulfilled. This would therefore have to be demonstrated by the concepts. This also applies if the early warning part of CIWIN, as suggested by the non-paper, is not proposed.

In Germany’s view, the Memorandum of Understanding (MoU, DS 1169/08) submitted for discussion is not applicable to CIWIN and can be presented only as a part of the overall concept at the end of the drafting process.

The following questions refer to the new proposal for a platform solely used for information-sharing presented with the non-paper of 20 November 2008. Nevertheless, most questions and pending issues also apply to the previous proposal 15041/08. 
Since there are still pending issues, we are not able to make final comments on the current non-paper. We assume that the accompanying documents, which have not yet been revised, such as the impact assessment, will have to be substantially adapted. 
I.
General questions regarding CIWIN
1. How does the overall concept regulate the official use of CIWIN? 

2. Which information (categories of information) will be provided? How can this information be efficiently and reasonably used inside and outside of CIWIN despite the restrictions of a system for processing classified information? (keyword: information interfaces to the outside)
3. Which added value does the use of the proposed CIWIN information-sharing platform provide? 

4. Is the additional effort for processing classified information justified, in particular with regard to the efforts to be expected for the intended platform?

5. What is the content of the “user guidelines”?

6. How can it be ensured that the introduction and use of CIWIN will not create a parallel structure or have an impact on existing and tried systems?

7. Regarding recital 4: Which are the incidents which according to the Commission illustrate the need for improved and more efficient information-sharing? How would an information-sharing system have prevented or limited the European blackout in 2006?

II.
Technical questions
a)
Questions on the technical basis
1. Which technical platform will be chosen? 

2. Is it ensured that CIWIN can be accessed with standard clients, standard operating systems (e.g. Microsoft, Apple, Linux) and standard browsers (eg. Mozilla Firefox, Internet Explorer, Opera)? 

3. Is the decision to establish a platform in line with the framework conditions set by the Commission regarding the use of open standards?

4. Which are the technical specifications for clients and their connection to the network, and of the servers to be run in the Member States on the same model, if applicable?

b)
Questions on technical security
5. How is the secure processing of classified information ensured?

6. How are servers and clients protected?

7. Was a specific request to use S-Testa filed with DIGIT?
8. Which authorization does the Commission refer to when stating that it has been proved for the chosen platform Microsoft Sharepoint Portal Server (by authorization) that the processing of classified information up to the level of NATO Secret is possible?

9. Do the framework conditions for the operational environment and use fulfil the authorization requirements?

c)
Questions on the official use
10. Can information be easily entered into the system? Is it ensured that open information (such as good practices, standards used in critical infrastructures etc.) can be removed from the system although classified information is processed as well?

11. What does the Commission understand by the statement made on 1 December 2008 that “CIWIN is also designed to be a repository of CI information”: Does this mean abstract information such as good practices, standards and Commission communications or does it also include specific information on critical infrastructures? If so, is it ensured that this information will not regularly require a higher classification than “Restreint UE”?

d)
Operational issues/costs
Is there an operational concept for connecting and operating the user clients in the Member States? Which costs can be expected for setting up the system and which follow-up costs for maintaining it?
Comments by the Netherlands delegation
The Netherlands have the following questions concerning CIWIN. 

- Will the Commission charge any costs to Member States for the use of CIWIN (including the S-testa network, licences) at the start or in the future?

- Does the Commission consider the option to start with CIWIN as a non secure information sharing and communication system? Upgrading to a secure system could be considered after an evaluation, parallel with the evaluation of the directive and the guidelines.

- Extending the CIWIN test fase facility until the evaluation moment will provide national connected parties more time to use the possibilities of CIWIN. CIWIN itself gets more time to develop to a valuable, useful and recognized system.

- Member States will get more input to justify the investments which are necessary to upgrade the national (sectoral) public CIWIN connections to a secure network, and take well-considered decisions.

Comments by the Italian delegation
This contribution of the Italian delegation addresses two issues: 

1. clarifying the issue of possible anonymous injection on information in CIWIN by the Member States authorized users;

2. items to be inserted in the definitions article of the Proposal for a Council Decision on CIWIN.
1 - Anonymous injection on information in CIWIN

It is our opinion that the capability of anonymous insertion of information by users in CIWIN would provide a valuable advantage for the community.

In some cases, in fact, users may deem worth sharing information about current threats, vulnerabilities or countermeasures, without disclosing the source of the information itself. This need can be satisfied, still guaranteeing that only authenticated users can access the network and inject information, for example by implementing the scenario below:

· A further Fixed “anonymous area” is created (or a sub-area within each Sector area) wherein “anonymized” data will be posted.

· Users wishing to insert data without disclosing their identity, after being authenticated to access CIWIN, access to a “anonymous send” application. 

· The application sends the data to be posted anonymously to an officer of the Commission, in charge of receiving information and posting it to the “anonymous area”. The officer must be a separate figure from the system administrator, and will not be able to access the records of the user having logged in the “anonymous send” application. It is to be noted that the data posting function could alternatively be performed by software. 

· The information is available to all the users of the area (the Fixed “anonymous area” or a sector sub-area) where the information has been posted.

The implementation of this scenario implies the modification of some points of the Proposal for a Council Decision on CIWIN:
Article 6 

Point (1.a) shall be modified:


The technical development and management of the CIWIN, including the IT structure thereof, the elements for the information exchange and the technical tools to provide anonymous posting of information.

In case of posting by an Officer, among the roles of the Commission the following item shall be added:


The Commission shall appoint a CIWIN Officer in charge of:

· receiving, from the authenticated users, data to be posted anonymously;

· posting the data on the destination area.

Article 7 

Item 4, the first sentence shall be: “The uploading of information onto the CIWIN, except for the “anonymous area”, shall not affect the ownership of the information concerned”.
Annex II 

A further Fixed area shall be added:

(6)
Anonymous area, to allow authorized users to post data relevant to threats, vulnerabilities and countermeasures they deem relevant for the community without disclosing their identity. Users accessing to this area should be aware of the fact that the information residing on this area, although having been sent by authorized users, cannot be brought back to the sender.

2 - Items to be inserted in article 2 (definitions)

As for the definition of key terms, if some Member States will request to identify vulnerabilities and/or threats in article 2, we ask that both of them are specified; moreover, adjectives like “shared” or “common” must be specified as referring to “shared between at least two Member States” (as stated in the Directive).

Comments by the Polish delegation
In relation to the non-paper presented by the Commission (DS 1129/08) on the Proposal for a council decision on a critical infrastructure warning information network the Polish delegation would like to present the following comments: 

The Polish delegation welcomes the proposed modification of the proposal for a council decision on a critical infrastructure warning information network (CIWIN). We think that the proposed modification, which sets CIWIN as a secure information and communication system, without the alert function is the right direction at the moment. 

Experiences gained during the use of the system will enable Member States to make a decision whether the rapid alert function is needed and when is should be set up.
It has to be remembered that the rapid alert function of CIWIN, in order to function correctly, needs many analysis on different aspects of its functioning, such as: functioning procedures, a catalog of information that should be disseminated through the system, not duplicating alerts sent through other existing systems.

We believe that it will also be important to try to incorporate experiences  gained during the pilot phase of CIWIN into the council decision.
Comments by the Slovak delegation
Note by:

The Nuclear Regulatory Authority of the Slovak Republic (GO)

Proposal for a COUNCIL DECISION on a Critical Infrastructure Warning Information Network (CIWIN)

Annex II - CIWIN fixed areas:

(2) Sector Areas, with 11 separate sectors: (…) Nuclear fuel-cycle industry…

The Nuclear Regulatory Authority of the Slovak Republic recommend to eliminate the nuclear industry from CIWIN, because of possible duplicity: 

In the area of nuclear industry is necessary to respect the existing system – equivalent of CIWIN. 

· System ECURIE (European Community Urgent Radiological Information Exchange)

ECURIE is a 24h radiological emergency notification and information exchange system. The system notifies the competent authorities of the participating States (currently EU Member States, Croatia and Switzerland) and the European Commission in case of a major nuclear accident or radiological emergency. During an emergency the system provides an information exchange platform for the participating States in order to inform about the current and foreseeable status of the accident, meteorological conditions, national countermeasures taken, etc. The legal basis for participation in ECURIE by the EU Member States is the EU Council Decision 87/600/Euratom. The Radiation Protection unit is responsible for ECURIE management and development. The unit maintains a 24h preparedness service in order to activate the system in the event of a nuclear or radiological emergency.) 
Bodies of European Union can require relevant information from ECURIE system. It is also possible to propose, to declare in the Council Decision (on CIWIN), that necessary information from the area of nuclear industry will be required from ECURIE.

· Convention on Early Notification of a Nuclear Accident. 
Adopted in 1986 following the Chernobyl nuclear plant accident. This Convention establishes a notification system for nuclear accidents which have the potential for international transboundary release that could be of radiological safety significance for another State. It requires States to report the accident's time, location, radiation releases, and other data essential for assessing the situation. Notification is to be made to affected States directly or through the IAEA, and to the IAEA itself. Reporting is mandatory for any nuclear accident involving facilities and activities listed in Article 1. Pursuant to Article 3, States may notify other accidents as well. The five nuclear-weapon States (China, France, Russia, the United Kingdom, and United States) have all declared their intent also to report accidents involving nuclear weapons and nuclear weapons tests.) 
The media use to receive the messages about nuclear accidents. This is the way, how to respect the thesis about the horizontal informedness of all the CIWIN participants.

· Convention on physical protection of nuclear material and nuclear facilities. 

This Convention commits (among other) the obligation of nuclear system operators and nuclear material holders to exchange “nuclear” information with other countries with IAEA (International Atomic Energy Agency – Wiena).
Comments by the Slovenian delegation
Slovenia also has issues that are more or less based on technical area of CIWIN application as follows:

1. How the network will be expended to the other users in a Member State, which will be included in CIWIN (from technical point of view)?

2. Users will have to gain accreditation by the European authorities (such as Security zone) before being included in the network?

3. Due preparations for using CIWIN application in the future over the network S-TESTA, we are interesting, when we will be informed about URL (DNS) address of the server?

4. Regarding User Registration Form, we are wondering if application will allow only one or more approvers within sub sectors?

Comments by the Spanish delegation

In relation to document DS 1129/08, PROPOSAL for a COUNCIL DECISION on a Critical Infrastructure Warning Information Network (CIWIN), which will be discussed at the next meeting of the Working Group PROCIV-PIC Experts, in the European Council premises in Brussels next 1 December, Spain would like to make the following comments:

5.4.1 The Spanish delegation asked for clarification on article 9 of the Proposal at the meeting held on 10 November last. It says in the first paragraph, second sentence, that ¨Costs related to users' access to CIWIN within participating Member States shall be borne by participating Member States. ¨This is based on the impact assessment attached to the Proposal. In pages 26 and 27 of that document, it says:

Financial impacts on public budgets: 

Impact on Member States' budgets. The short term and direct costs of establishing CIWIN as a platform for a secure exchange of information are low and consist principally of the cost of providing dedicated PC terminals in suitably secure locations that are connected to the S-TESTA network. The cost of providing the S-TESTA network to all Member States is already covered by Community budgets. There may be additional cost for Member States where the department accessing CIWIN does not currently have local S-TESTA access; however this is expected to be the case for very few Member States, and the additional cost to provide such access is low. There will also be certain local training and support costs, which are inherent in using any new IT system, however the number of users is relatively limited, and the complexity of the interface is considered low.
Provided that it was said during the first training session for CIWIN Executives and CIWIN Assistants, held in Brussels on 13 May last, that each Member State could propose up to 70 users and, moreover, that the network could be used to exchange documents classified up to EU-SECRET, this would imply, in the case of Spain, the need to obtain certificates by the Centro Nacional de Inteligencia, which would force Spanish authorities to establish secure working spaces in seven different Ministries, none of which has a connection to S-TESTA yet, we cannot understand how the costs could be estimated as going to be low.

After making all the comments mentioned above in session, the Spanish delegation put a study reservation, which was supported by the delegations of the Check Republic, Poland, Lithuania and Hungary. Denmark put a parliamentary scrutiny reservation. 

It must be noted that no clarification on the items mentioned above has been sent by the Commission so far, reason why the reservation stays. 

Spain would also like to suggest the following amendments:

a) In (9), replace "require" (end users to meet…) with "assist".

b) In relation to the vulnerabilities mentioned in article 1 It should be stated clearly that these cannot in any case refer to concrete Member States. Alternatively, the definition of vulnerability should be included in article 2. 

c) In article 5 (3), replace "regularly" with "when deemed necessary".

Comments by the Swedish delegation
Sweden's Comments on the Draft Council Decision for CIWIN

With regards to the Draft Council Decision for CIWIN as circulated in DS 1129/08 (Commission non-paper) and DS 1169/08 (MoU, Annex I), these are the initial comments from Sweden:

Even though Sweden is positive towards the development of CIWIN in general, the trial period and the evaluation process that will follow, will ultimately decide our position with regards to the system as such, as well as to the wording of the Council Decision and the Memorandum of Understanding;

Sweden supports the revision of the Council Decision by the Csion in the direction of leaving out the Rapid Alert System for the time being;

With regards to confidentiality and preamble 10, it is to us very important that a Council Decision on CIWIN reflects what is said on the matter in the so-called CIP-directive, especially in preamble 17. We thus suggest the following changes to preamble 10.
(10)The CIP information sharing process among relevant stakeholders requires a relationship of trust, in such a way that rules of confidentiality according to applicable national laws or Regulation (EC) No. 1049/2001 regarding public access to European Parliament, Council and Commission documents are observed with regard to proprietary or sensitive information that has been shared voluntarily is not be publicly disclosed and that sensitive data is adequately protected.

With regards to article 7 (Security), we propose the following changes to the text:

(1)
The CIWIN shall be established as a secure classified system, and shall be capable of handling information up to the level of RESTREINT UE. (Note: "classified" seems to be an unnecessary word because the word "secure" is already in there.). The Commission shall decide on the most appropriate technological platform for CIWIN and users shall meet the technical requirements established by the Commission. The security classification of the CIWIN shall be upgraded as appropriate.
(2)
Classified information Users' rights to access documents shall be on a "need to know" basis and must at all times be protected in accordance with relevant Community and national legislation respect the author's specific instructions on the protection and distribution of a document. (Note: "need to know basis" an inexact wording.)

(3)
Without prejudice to Article 7 (2), Member States and the Commission shall take the necessary security measures:

(a)
to prevent any unauthorised person from having access to the CIWIN;

(b)
to guarantee that, when using the CIWIN, authorised persons have access only to data which are within their sphere of competence;

(c)
to prevent information on the system from being read, copied, modified or erased by unauthorised persons.

(Note: All measures must be taken in accordance with relevant legislation, thus the need for a reference.)

With regards to User Guidelines, we would like to express our position that the Csion should develop and regularly update User Guidelines together with the Member States. We therefore suggest that Article 8 is changed accordingly, as well as articles 5:2 and 6:1b.

Comments by the UK delegation
Further to the request made at ProCiv on 1 December, this note provides the views of the UK on the revised proposal for a Decision on CIWIN.

Rapid Alert System 

The UK welcomes the removal of the proposals for a Rapid Alert System.

In view of this, Recital (4) is no longer relevant, and should be deleted. I am not aware of any official studies that have investigated critical infrastructure incidents, and concluded that the incident could have been prevented or limited by the exchange of information now being proposed through CIWIN.

Nuclear fuel-cycle industry

We sympathise with comments already made by the Slovak delegation relating to the risks from duplication of information sharing on the nuclear fuel-cycle industry, and we continue to assess existing information facilities. Pending conclusion of this consideration, we place a reservation on inclusion of the nuclear fuel-cycle industry sector in the list of industry sector areas proposed in Annex II CIWIN FIXED AREAS section (2).

EEA

On the basis that the EPCIP Directive applies to the EEA, then shouldn’t this Decision on CIWIN also apply to the EEA? Or will s-TESTA not be available to the EEA countries?

Competent National Authorities

The amended Recital (11) now is a little confusing, as it reads Access to the CIWIN should be limited to authorised users in compliance with the established terms, procedures and security measures. User access in Member States and the Commission should be limited to competent national authorities or services. 

I am unclear as to what the “or services” means? 

Use of s-TESTA

I understand that the limitation of access to CIWIN to competent national authorities is linked to the need to ensure secure access to the s-TESTA infrastructure. By linking CIWIN to s-TESTA, this appears to limit access to CIWIN to:

- countries that are allowed access to s-TESTA (Does that include EEA?)

- controlled users, in order to protect the security accreditation of s-TESTA.

If this is correct, it will be helpful to include specific reference in the Recitals to those in the critical infrastructure communities that will be excluded from access to CIWIN, e.g. private sector critical infrastructure operators; 3rd countries. 

We have yet to confirm what capabilities currently exist within the UK for connecting into the s-TESTA system, and what costs will be involved. However, we do not expect these costs to be negligible, as implied in the Impact Assessment, and this is therefore of concern, as Article 9 clearly positions these costs to be borne by participating members.
Due to the breadth of industry sectors that CIWIN will support, the departments requiring access to CIWIN are likely to be widely distributed geographically and organisationally, with a relatively low number of access points required at each location. Indeed, it is possible that each location requiring access will only need one point of access. Therefore, although the total number of access points will be low, many connections will need to be established to the s-TESTA central hub.

These connections could result in a significant cost for Member States, as also will the need to ensure that the access points to CIWIN are suitably physically protected, which is usually a condition associated with systems accessing classified material.

We believe that use of s-TESTA as the basis for CIWIN will therefore result in significant additional costs and limitations, and therefore would request that a re-assessment of the value of a secure system is undertaken before implementation of CIWIN is committed to s-TESTA. The web-based CIWIN prototype will enable Member States to see what value can be realised from information exchange at an unclassified level. Experience of this could then enable consideration of the additional benefits that would be expected from information exchange at a classified level, and comparison against the limitations of use of s-TESTA. 

Information Content

We endorse the request of the Spanish delegation for clarity on the vulnerability information expected to be shared on CIWIN. We could see the feasibility and value of sharing generic information about the types of vulnerability, but would not expect to share specific vulnerability information.

We do not understand what is envisaged by ‘shared threat’ information, and would be concerned if this was reintroduced into the Decision. In the UK, threat information is based on highly classified intelligence, and would not be at all appropriate for inclusion on CIWIN.

Other Point

We can not recall the formal Council agreement to the Commission setting up CIWIN as stated in Recital (1).  We are unable to reconcile the contents of document 14894/04 to the statement that “The Council conclusions…….. agreed to the Commission setting up CIWIN”.
________________________






� 	Additional comments will be circulated as an ADD to this document.


� 	EN translation will follow.


� 	Ce point est inscrit au point 5 de l’ordre du jour de la réunion du 14 janvier 2009 (cm4637/09).


� 	Although the warning system has been removed from the new Commission proposal (non-paper) and the ‘W’ in CIWIN is thus obsolete, the name CIWIN is maintained for reasons of simplicity.
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