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Proposal for a

COUNCIL DECISION

on a Critical Infrastructure Warning Information Network (CIWIN)

Proposal for a

COUNCIL DECISION

on a Critical Infrastructure Warning Information Network (CIWIN)

THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty establishing the European Community, and in particular Article 308 thereof,
Having regard to the Treaty establishing the European Atomic Energy Community, and in particular Article 203 thereof,
Having regard to the proposal from the Commission
,
Having regard to the opinion of the European Parliament
,

Whereas:

(1) The Council conclusions on “Prevention, Preparedness and Response to Terrorist Attacks” and the “EU Solidarity Programme on the Consequences of Terrorist Threats and Attacks” adopted by Council in December 2004 endorsed the Commission's intention to propose a European Programme for Critical Infrastructure Protection and agreed to the Commission setting up CIWIN
.

(2) In November 2005, the Commission adopted a Green Paper on the European Programme for Critical Infrastructure Protection (EPCIP) which provided policy options on how the Commission could establish EPCIP and CIWIN. The results of the Green Paper consultation confirmed the interest of the majority of Member States in establishing CIWIN.

(3) In December 2006, the Commission adopted a Communication on EPCIP
 which announced that CIWIN would be set up through a separate Commission proposal and would provide a platform for the secure exchange of best practices.
(4) Several incidents involving critical infrastructure in Europe such as for example the European blackout in 2006 demonstrated the need for a better and more efficient exchange of information in order to prevent or limit the scope of the incident.
(5) It is appropriate to establish an information system that will enable Member States and the Commission to exchange information and alerts in the field of Critical Infrastructure Protection (CIP), to strengthen their CIP dialogue, and contribute towards promoting the integration and better coordination of nationally scattered and fragmented CIP research programmes.
(6) CIWIN should contribute to the improvement of CIP in the EU by providing an information system that could facilitate Member States' cooperation; and offer an efficient and quick alternative to time-consuming methods of searching for information on critical infrastructures in the Community.

(7) CIWIN should, in particular, stimulate the development of appropriate measures aimed at facilitating an exchange of best practices as well as being a vehicle for transmission of immediate threats and alerts in a secure manner.
(8)CIWIN should avoid duplication and be heedful of the specific characteristics, expertise, arrangements and areas of competence of each of the existing sectoral rapid alert systems (RAS).
(9)The Commission has developed over the years the operational capacity to assist in the response to a wide range of emergencies through several RAS that have a sector specific character, and are directed to specialised services within the EU. Nevertheless, existing RAS do not provide a CIP functionality that would be accessible to a wider range of stakeholders than sectoral authorities or emergency services.

(10)(8)The interdependence of critical infrastructure in Member States and varying levels of CIP in Member States suggest that creating a horizontal and cross-sectoral Community tool for the exchange of information and alerts on CIP would increase the security of citizens.
(11)(9)Taking into account the future availability of the Trans European Services for Telematics between Administrations (S-TESTA) communications network or any alternative secure network operated by the Commission, the Commission should decide on the most appropriate technological platform for CIWIN and require end users to meet the technical requirements established by the Commission.
(12)(10)
The CIP information sharing process among relevant stakeholders requires a relationship of trust, in such a way that proprietary or sensitive information that has been shared voluntarily is not be publicly disclosed and that that sensitive data is adequately protected.

(13)(11)
Access to the CIWIN should be limited to authorised users in compliance with the established terms, procedures and security measures. UWhile user access in Member States and the Commission should be limited to competent national authorities or , access within the Commission should be limited to competent services.
(14)(12)
Any costs arising from the operation of CIWIN at Community level should be met from Community resources and/or from relevant Community programmes.
(15)(13)
Any costs arising from the operation of CIWIN at national level should be financed by the Member States themselves, unless Community arrangements provide otherwise.

(16)(14)
Any agreement or contract concluded pursuant to this Decision should contain provisions ensuring the protection of the Communities' financial interests, in particular with respect to fraud, corruption and any other irregularities in accordance with Council Regulation (EC, Euratom) No 2988/95 of 18 December 1995 on the protection of the European Communities' financial interests,
 Council Regulation (Euratom, EC) No 2186/96 of 11 November 1996 concerning on-the-spot checks and inspections carried out by the Commission in order to protect the European Communities' financial interests against fraud and other irregularities,
 and Regulation (EC, Euratom) No 1073/1999 of the European Parliament and the Council of 15 May 1999 concerning investigations conducted by the European Anti-Fraud Office (OLAF).

(17)(15)
Agreements and contracts should expressly entitle the Commission and the Court of Auditors to have the power of audit, on the basis of documents and on-the-spot. They should also expressly authorise the Commission to carry out on-the-spot checks and inspections, as provided for in Regulation (Euratom, EC) No 2185/96.

(18)(16)
Since the objectives of the action to be taken, namely secure and rapid information exchange between Member States, cannot be sufficiently achieved by the Member States and can therefore, by reason of the effects of the envisaged action, be better achieved at Community level, the Community may adopt measures in accordance with the principle of subsidiarity as set out in Article 5 of the Treaty. In accordance with the principle of proportionality, as set out in that Article, this Decision does not go beyond what is necessary in order to achieve those objectives.
(19)(17)
This Decision respects the fundamental rights and observes the principles recognised in particular by the Charter of Fundamental Rights of the European Union.

HAS ADOPTED THIS DECISION:
Article 1
Subject-matter
This Decision sets up a secure information and, communication and alert system - Critical Infrastructure Warning Information Network (CIWIN) - with the aim of assisting Member States to exchange information on shared threats, vulnerabilities and appropriate measures and strategies to mitigate risks related to CIP.
Article 2
Definitions

For the purpose of this Decision, the following definitions shall apply:

“Critical Infrastructure” shall mean those assets, systems or parts thereof located in Member States which are essential for the maintenance of vital societal functions, health, safety, security, economic or social well-being of people, and the disruption or destruction of which would have a significant impact in a Member State as a result of the failure to maintain those functions.

"Participating Member States" shall mean the Member States having signed a Memorandum of understanding with the Commission.
"CIWIN Executive" shall mean the CIWIN contact point in relevant Member State or the Commission that ensures adequate use of CIWIN and compliance with the user guidelines within the relevant Member State or the Commission.
"Threat” shall mean any indication, circumstance, or event with the potential to disrupt or destroy critical infrastructure, or any element thereof.

Article 3
Participation
Participation in and use of CIWIN is open to all Member States, which are free to use the entire system, any of its functions, or none at all. The participation to CIWIN shall be conditional upon the signature of a Memorandum of understanding that contains technical and security requirements applicable to CIWIN, and information on the sites to be connected to CIWIN.set out in Annex I.
Article 4
Functionalities
(1)The CIWIN shall be composed of fixed areas and dynamic areasconsist of the two following functionalities:

(a) Fixed areas shall be included in the system on a permanent basis. While their content may be adjusted, the areas may not be removed, renamed or new areas added. Annex II contains a list of fixed areas. 
(b)
Dynamic areas shall be created upon demand, and shall serve a specific purpose. Their existence shall be terminated upon fulfilment of their initial purpose. Annex III contains a list of dynamic areas to be created upon the establishment of CIWIN.an electronic forum for the CIP related to information exchange;
(b)a rapid alert functionality that shall enable participating Member States and the Commission to post alerts on immediate risks and threats to critical infrastructure.

(1) The electronic forum shall be composed of fixed areas and dynamic areas.

Fixed areas shall be included in the system on a permanent basis. While their content may be adjusted, the areas may not be removed, renamed or new areas added. Annex I contains a list of fixed areas.

Dynamic areas shall be created upon demand, and shall serve a specific purpose. Their existence shall be terminated upon fulfilment of their initial purpose. Annex II contains a list of dynamic areas to be created upon the establishment of CIWIN.
Article 5
Role of the Member States 

(2) Participating Member States shall designate a CIWIN Executive and notify the Commission thereof. CIWIN Executive shall be the signatory of the Memorandum of understanding, and responsible for granting or denying access rights to the CIWIN within the relevant Member State.

(3) Participating Member States shall provide access to the CIWIN in compliance with the guidelines adopted by the Commission.

(4) Participating Member States shall provide and regularly update relevant CIP information they consider of common EU interest.
Article 6
Role of the Commission 
(1)
The Commission shall be responsible for:

(a) the technical development and management of the CIWIN, including the IT structure thereof and the elements for information exchange;

(b) laying down guidelines on the terms of use of the system, including confidentiality, transmission, storage, filing and deletion of information. The Commission shall also establish the terms and procedures for granting full or selective access to the CIWIN.
(2)
The Commission shall appoint the CIWIN Executive, responsible for granting or denying access rights to the CIWIN within the Commission.

(3)
The Commission shall provide and regularly update relevant CIP information of common EU interest.
Article 7
Security

(1)
The CIWIN shall be established as a secure classified system, and shall be capable of handling information up to the level of RESTREINT UE.
The Commission shall decide on the most appropriate technological platform for CIWIN and users shall meet the technical requirements established by the Commission.
The security classification of the CIWIN shall be upgraded as appropriate.
(2)
Users' rights to access documents shall be on a “need to know” basis and must at all times respect the author’s specific instructions on the protection and distribution of a document.
(3)
Member States and the Commission shall take the necessary security measures:

(a) to prevent any unauthorised person from having access to the CIWIN;

(a) to guarantee that, when using the CIWIN, authorised persons have access only to data which are within their sphere of competence;
(c)
to prevent information on the system from being read, copied, modified or erased by unauthorized persons.

(5) The uploading of information onto the CIWIN shall not affect the ownership of the information concerned. Authorised users shall remain solely responsible for the information they provide and shall ensure that its contents are fully compliant with existing Community and national law.
Article 8
User guidelines
The Commission shall develop and regularly update User guidelines containing full details of CIWIN's functionalities and roles.
Article 9
Costs
The costs incurred in connection with the operation, maintenance and central functioning of the CIWIN shall be borne by the Community budget. Costs related to users' access to CIWIN within participating Member States shall be borne by participating Member States.

Where necessary for the development of the CIWIN, the Commission shall conclude agreements with bodies governed by public law established under the Treaties establishing the European Communities.

Article 10
Reviewing

The Commission shall review and evaluate the operation of the CIWIN every three years, and shall submit regular reports to the Member States.
The first report, which shall be submitted within three years after the entry into force of this Decision, shall, in particular, identify those elements of the Community network which should be improved or adapted, and should explore in particular on the need to add a Rapid Alert functionality to CIWIN.. It shall also include any proposal that the Commission considers necessary for the amendment or adaptation of this Decision.

Article 11
Date of application

This Decision shall take effect on the day of its publication in the Official Journal of the European Union.apply as from 1 January 2009.
Article 12
Addressees

This Decision is addressed to the Member States.

Done at Brussels,

For the Council


The President

ANNEX I
CIWIN

Memorandum of Understanding

Country card template for … (country) in view of the establishment of the Critical Infrastructure Information Warning Network (CIWIN)
1. Competent national authority:
2. CIWIN Executive

	 First name
	 Last name

	Organisation
	Title (occupation)

	Street
	City

	Postcode

	Tel.
	Fax
	E-mail:


(in case of deputy CIWIN Executives please fill in similar table)
3. CIWIN Support Officer

	 First name
	 Last name

	Organisation
	Title (occupation)

	Street
	City

	Postcode

	Tel.
	Fax
	E-mail:


4. Information on the site/entry point to be connected to CIWIN

	Institution
	 

	Street
	 

	City
	 

	Postcode
	 

	 
	Head of the operational service 
	Contact person for technical matters
	Local security registration officer

	Last name
	 
	 
	 

	Given name
	 
	 
	 

	Tel.
	 
	 
	 

	Fax
	 
	 
	 

	E-mail
	 
	 
	 


5. Technical requirements
In the context of the establishment of the Critical Infrastructure Information Warning Network (CIWIN), ………. (country) undertakes to fulfil the following:
5.1. Connection to CIWIN
The site(s) of the national competent authority will connect to CIWIN through:

a) the off-net permanent access to S-TESTA: this is a direct connection between the site and the nearest Eurogate through a leased line provided by the S -TESTA provider. The package includes: 
· a leased line of 128 kbps; 

· an ISDN back-up; 

· Cisco 2610 IP Plus router; 
· a maintenance level 3 (24 hours x seven days with four hours MTTR).
b) Permanent access to S-TESTA II through the national network for ……. (country).
Depending on the option selected, the authorised technical personnel will conduct all the necessary adjustments.
The Commission shall ensure that all persons involved in the development, validation and implementation are appropriately cleared to handle information classified at least `EU CONFIDENTIAL' according to the Council Decision of 19 March 2001 adopting the Council's security regulations (2001/264/EC)
5.2. Equipment of access points to CIWIN

Workstations of personnel authorised to access the CIWIN will be equipped with:
· a standard web browser (i.e. Microsoft Internet Explorer or Netscape - version 5.0 or later)
· a standard SMTP e-mail client supporting SSL..
5.3. Security
E-mail and session security will be ensured through the IDA public key infrastructure (PKI) that provides for implementation of SSL. To this end the national competent authority undertakes to establish the following for each site connected to CIWIN:
· a standard web browser (i.e. Microsoft Internet Explorer or Netscape - version 5.0 or later)
· a standard SMTP e-mail client supporting SSL.
6. Agreement
We agree with the above and undertake:
· to ensure the availability of the necessary budgetary resources for the functioning of the connection with S-TESTA (in case of selection of the first connection mode).
Representative of the Competent National Authority:

(Signature)
(Date)
Please transmit a signed copy by normal mail or fax to the DG JLS, Unit F1 – Fight against Terrorism, European Commission as well as an e-mail copy to JLS-EPCIP@ec.europa.eu

ANNEX II
CIWIN FIXED AREAS

The Fixed Areas referred to in Article 4 shall be comprised of the following:

(1) Member State Areas, offering each participating Member State the possibility to create its own area in the CIWIN portal. The organisation, administration and the content of this area will be the sole responsibility of Member States. The area will be accessible exclusively to users from the respective Member State.

(2) Sector Areas, with 11 separate sectors: Chemical Industry; Energy; Financial; Food; Health; ICT; Nuclear fuel-cycle industry; Research facilities, Space, Transport; and Water. There will also be a cross-sector sub-area for generic topics and issues of relevance to multiple sectors.

(3) CIWIN Executive Area, serving as a strategic coordination and cooperation platform designed to promote and enhance the work and communication as far as Critical Infrastructure Protection is concerned. This area will be accessible to CIWIN Executives exclusively.

(4) EU External Co-operation Area, focusing on raising awareness of external co-operation in Critical Infrastructure Protection and of Critical Infrastructure Protection standards outside the EU.

(5) Contact Directory, to facilitate the search for contact details of other CIWIN users or Critical Infrastructure Protection experts.

ANNEX III
CIWIN DYNAMIC AREAS

The dynamic areas referred to in Article 4 shall be the following:
(1)
Expert Working Group Area, to provide support to the work of CIP Expert groups;

(2)
Project Area, containing information on projects financed by the Commission;

(3)Alert Areas, which may be created in the event of an alert being triggered in the RAS, and will constitute the channel of communication during CIP-related activities;

(4)(3)
Special Topics Area, to focus on specific topics.
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